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Abstract

Aim: The purpose of this research study is to detect credit card fraud using Novel Optimized Random Forest Technique
(NORFT) and Gradient Boosting (GB). Materials and Methods: The Novel Optimized Random Forest Technique Algorithm
uses parallel Decision Tree technique in addition with Random Forest Technique to improve the prediction of Credit Card
Fadulants. Total sample size of 40 is used for testing and analysis, based on Gpower statistical analysis tool by considering
gpower 0.8. In NORFT used N=20 and in GB used N=20 to measuring the performance of both algorithms. Result: Novel
Optimized Random Forest Technique provides mean precision of 92.52%, and compared with Gradient Boosting algorithm of
mean precision is 88.56%. Statistical significance value was fixed as (p>0.05) and obtained 0.477, this shows that NORFT is
not statistically significant with alternative hypotheses. Conclusion: Based on the result, improved precision comparison
results show that the efficiency of the Novel Optimized Random Forest Technique is better than Gradient Boosting.
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INTRODUCTION

Crime rate in digital form keeps on increasing day by day, by targeting individuals, companies and
governments organizations. Using digital crime, illegal activities such as stealing users credentials, crossing law
boundaries, child poronography, tracking user information, etc. One such fraudulent digital crime is stealing credit
card information and using it for illegal purposes without the knowledge of the users (Paasch, n.d.). The
importance of this study is to address credit card fraud. Anomaly detection is to find any dubious activities in the
transaction which are occurring using credit cards. This process of detection involves creation of reports with all
the data combined that has taken place in the transaction process and transferred to a certain authority whose
transactions seem doubtful. The other transaction will be processed automatically if it is found decisive. Finding
the anomalies in the transaction data and descriptive analysis with internet security. Cyber crimes related to online
money transfers are increasing nowadays. The main fraud revolves around a transaction that uses cards. Credit
card frauds have been increasing day by day. Frauds are taking place using different means like internet phone
calls etc (Kiruthika et al. 2020). The applications of credit card fraud detection techniques help many people to
save their money from the attackers and various online hackers (Garg, Chaudhary, and Mishra 2021). It can be
used for preventing hackers and providing internet security to users. It can be used as an online tool to prevent
fraud from attackers (Lamba 2020).

In this study, related to credit card fraud, published articles were taken in the last five years from the two
databases namely (IEEE-29, ScienceDirect-110). Articles which are mostly cited are Visa card extortion with the
help of unsupervised data to secure the user privacy information (Rai and Dwivedi 2020). In this paper Execution
about Examination to predictive analytics for proceeding in visa cards extortion of fraud identification were
analyzed (Jain, Agrawal, and Kumar 2020). This paper contains, in its original methodology, a master card
approach to credit cards with two algorithms (Azhan and Meraj 2020). The authors (Dileep, Navaneeth, and
Abhishek 2021), discussed fake detection methods in credit card transactions (Shmatko, Fedorchenko, and
Prochukhan 2021). Among all the articles, the best paper identified using high citations are Fraud Anomaly
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Detection Techniques in Visa information utilizing closely supervised ML based schemes and this taken as base
for this research work (Goyal and Sharma 2020).  Our team has extensive knowledge and research experience
that has translate into high quality publications(Bhansali et al. 2021; Jayanth et al. 2021; Sudhakar, Ravel, and
Perumal 2021; Sathiyamoorthi et al. 2021; Deepanraj et al. 2021; Raju et al. 2021; Arun Prakash et al. 2020;
Kamath et al. 2020; Shanmugam et al. 2021; Rajasekaran et al. 2020; Adhinarayanan et al. 2020; Rajesh et al.
2020; Aurtherson et al. 2021)

In the existing model, the precision is not more than 88.5% and this may lead to wrong classification
during digital fraud detection which causes theft of personal values. The proposed model aim is to improve
precision more than the existing research and experiment the research in minimal computational cost using a
machine learning algorithm named Novel Optimized Random Forest Technique (NORFT).

Materials And Methods

The setup of this research had been performed in the Data Analytics Laboratory of Department Computer
Science and Engineering in Saveetha School of Engineering, Saveetha Institute of Medical and Technical
Sciences. The Research carries with the two algorithms one is for base and another for comparison. The algorithms
taken as two groups, which was group 1 as Novel Optimized Random Forest Technique (NORFT) and group 2
was Gradient Boosting (GB) with two set of sample size of 20, which is total of 40 which is performed under
pretest power of 80% (Dileep, Navaneeth, and Abhishek 2021).

Novel Optimized Random Forest Technique

Random Forest (RF) is an extremely valuable and useful ML algorithm. During training the Random
Forest model makes numerous choices of tree structures. RF is a regulated learning approach which needs test
information for the model for preparing. It makes arbitrary random forests for the issue set and afterwards finds
the arrangement utilizing these arbitrary random forests. One of the most essential functions of the RF technique
is that it may handle the statistics set containing non stop variables. In the case of registration and express variables
as inside the case of class classifications. The Mean Squared Error (MSE) was calculated using Equation 1 in the
NORFT. It performed with better results for categorization problems, by combining the power of Dual Terminal
and RF(Dileep, Navaneeth, and Abhishek 2021).

MSE=1N i=1N (fi-yi)? )

where, N is defined as the number of significant pieces of information data of a point, MSE is defined as
Mean Squared Error, fi is the worth returned by the model, yi is the genuine incentive for information point 1.
Gradient Boosting

Gradient Boosting (GB) algorithm brings out a succession of decision trees by exercising them. GB is
used to set classification and regression at identical times. At each phase a newly decision tree is constructed on
the grounds of preceding decision tree which helps in minimisation of flaws. GB takes an additional period of
time and memory for suitable algorithms to evaluate and procession a dataset. Its count on the induction when the
possible finest succeeding model is integrated with preceding models reduces the overall prediction error. The
mathematical statement for GB appeared in the Equation 2 (Kiruthika et al. 2020).

f(x) =arg miny L(y,y) )

The model was built on setup with the hardware components used were i3 processor, 4GB RAM and
1TB hard disk by using HP system. The softwares used was Windows 11, Google Colab. The Charge card Fraud
dataset downloaded from Kaggle website, preprocessed the dataset as required to train the model gives the results.
The dataset used has 284807 credit card related transaction information with unique attributes along the timestamp
from v1 to v8.

Statistical Analysis

IBM SPSS version 22 software is used for statistical analysis of Novel Optimized Random Forest
Technique (NORFT) and Gradient Boosting (GB) based methods. The independent variables are Time, User
identities, Amount, Sensitive features (V1 TO V28) and Dependent variables are prediction of precision 1-fraud,0-
Otherwise. The dependent variable was precision. Statistical analysis was carried out using an independent sample
T-test (Dileep, Navaneeth, and Abhishek 2021).

Results

Table 1 shows the outcome of group statistics models by comparing the algorithms precision for the
sample values=20 for Novel Optimized Random Forest Technique (NORFT) and mean value is 92.5200 and
standard deviation=.72296 and standard error mean is .16166. Similarly for Gradient Boosting (GB) Algorithm
N=20 samples taken, mean value is=88.5660 and standard deviation=.81780 and standard error mean is 0.18287.
It was observed that the mean precision of the Novel Optimized Random Forest Technique algorithm (NORFT)
was 92.5200 and the Gradient Boosting algorithm was 88.5660.
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Table 2 shows the outcome of the Independent sample T-test performed to compare the precision of
Novel Optimized Random Forest Technique (NORFT) with Gradient Boosting (GB) algorithms. The significance
0.477 (p<0.05) with confidence interval is 95%.

The graphical comparison of both algorithms shown in Figure. 1, the bar was drawn by keeping NORFT
and GB along with error bars on top in X-axis and Mean precision in Y-axis by considering +/-1SD error bar with
95% Confidence Interval (ClI). It is observed that a Novel Optimized Random Forest Technique (92.5200) has a
higher precision with less error bars, when compared to the Gradient Boosting algorithm (88.5660).

Discussion

The Novel Optimized Random Forest Techniques (NORFT) and Gradient Boosting algorithms (GB) are
implemented and compared their performance using credit card fraud dataset for the prediction. From obtained
results, significance attained is 0.477 (p>0.05) has no significance due to dataset inconsistency. Novel Optimized
Random Forest Technique (NORFT) provides precision 92.52% and Gradient Boosting algorithm (GB) is
88.56%. Based on the precision percentage, it is evidence that NORFT is better than GB.

There are many articles similar to the study of proposed models where findings are an original
methodology for Mastercard extortion location utilizing choice tree and arbitrary backwoods calculations by
internet security (Chowdari and Bhargav Chowdari 2021).In this aspect prefer to Naive Bayes (NB), and
combination with two algorithm for credit fraud detections (Saheed et al. 2020). Peculiarity of perception fraud
observation was using find a Random forest (RF) in mastercards (Xuan et al. 2018). Visa fraud detection system
uses network security with the help of Random Forest and GBiers of network layer (Sudha and Akila 2021).
Opposite algorithm for the proposed study is mastercard exchanges of data Transactions is more accurate in deep
learning Domain (Shao, Gu, and Zhang 2020), which has a precision of 18.30% compared to Novel Optimized
Random Forest Technique (NORFT) which has 83.50% of precision.

This proposed model has limitations to poor performance with incomplete dataset, because credit card
records contain more sensitive data. So, it's not possible to provide all details of users confidential data, this results
in poor performance for few uncertain situations in Credit Card Fraudulent. This study, in the future, can be used
for various scenarios like stock market prediction, disease diagnoses, and predictions using precision, it will be
helpful for numerous other applications in the future.

Conclusion

The precision of Novel Optimized Random Forest Technique (NORFT) has been improved to (92.52%)
compared to Gradient Boosting algorithm (GB) which is having (88.56%). This, also concluded with statistical
significance and other supporting related articles, proves the Novel Optimized Random Forest Technique
(NORFT) is an efficient algorithm when compared to Gradient Boosting algorithm (GB).
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TABLES AND FIGURES

Table 1. Novel Optimized Random Forest Technique (92.5200) method and grouped statistics were compared

using group statistics for recorded data from simulation for 20 iterations per group Gradient Boosting (GB)

(88.5660). In comparison, the Novel Optimized Random Forest Technique (NORFT) algorithm has a high level

of precision.
Algorithm N Mean Std. Deviation | Std. Error
Mean
Precision NORFT 20 92.5200 72296 .16166
GB 20 88.5660 .81780 .18287

Table 2. Independent sample T test is applied for data set confidence interval is 95% and the level of
significance is p=0.316 (p>0.05).

Levene’s
Test for
Equality T-test for Equality of Means
of
Variance
f Sig |t df Sig.(2 | Mean Std.Error | 95% Confidence
- Differenc | Differenc | of the Differences
tailed | e e
)
Lower | Upper
Precisio | Equal 31 | .47 |16.20 | 38 .000 3.95400 .24408 3.4598 | 4.4481
n variance | 6 7 0 9 1
S
assumed
Equal 16.20 | 37.43 | .000 3.95400 .24408 3.4565 | 4.4483
variance 0 7 5
S not
assumed
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Fig. 1. Performance comparison between Novel Optimized Random Forest Technique is (92.5200%) and
Gradient Boosting Algorithm (88.5660%). The mean precision of Novel Optimized Random Forest Technique
(NORFT) is better than Gradient Boosting Algorithm (GB). X-axis contains Novel Optimized Random Forest

Technique (NORFT) Vs Gradient Boosting Algorithm (GB) algorithm, Y axis Mean precision, where Error
Bars +/-1 SD and Error Bars 95% CI.
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